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Introduction

This document describes how to deploy and set up Agent for VMware (Virtual Appliance) in vSphere
environments.

Agent for VMware (Virtual Appliance) is provided as an .ovf template ready to be deployed to VMware
vSphere ESXi hosts versions 4.1 or higher.

Prerequisites

e Agent for VMware (Virtual Appliance) OVF template including the following files:
e ESXAppliance.ovf
e ESXAppliance-disk1l.vmdk
o ESXAppliance-disk2.vmdk
e VMware vSphere ESXi host 4.1 or higher. Both standalone ESXi hosts and the ones managed

by VMware vCenter are supported.



Deploying the OVF template

Note: The instructions are given for VMware vSphere Host Client connected to a standalone VMware ESXi
host version 6.5. The OVF deployment steps for other vSphere versions and/or different vSphere setups
may vary. For additional details, refer to the VMware documentation.

1. Connect VMware vSphere Host Client to the ESXi host.
2. Click Create/Register VM, and then choose Deploy a virtual machine from an OVF or OVA file.

31 New virtual machine

24 1 Select creation type Select creation type

2 Select OVF and VMDK files
3 Select storage

4 License ag . .
. . This option guides you through the process of creating
: Create a new virtual machine
5 Deployment options a virtual machine from an OVF and VMDK files.
6 Additional settings Deploy a virlual machine from an OVF or OVA file

T Ready to complete X
Register an existing virtual machine

How would you like to create a Virtual Machine?

Finish Cancel




3. Select the .ovf and .vmdk files of Agent for VMware (Virtual Appliance) and specify a name for the
deployed virtual machine.

# New virtual hine - Agent for VMv (Virtual Appli

v 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the WM you would like to deploy
3 Select storage

< =T E Enter a name for the virtual machine

5 Deployment options

6 Additional settings
7 Ready to complete Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

| Agent for VMware (Virtual Appliance)|

% @ ESXAppliance. ovf
® _ ESXAppliance-disk2.vmdk
% _ ESXAppliance-disk1.vmdk

Finish Cancel




4. Proceed with the remaining steps of the deployment wizard: select storage and other deployment

options.
a. Select a proper virtual network that will allow Agent for VMware (Virtual Appliance) to
connect to the Internet for proper registration in the cloud data center.
b. The Disk provisioning type can be set to Thin, since the disk format does not affect the

appliance performance.

3 New virtual hine - Agent for VMy (Virtual A

+ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files
+ 3 Select storage

hd 4 Deployment options

5 Ready to complete SBTE: T bridged | VM Network

Select deployment options

Disk provisioning ® Thin © Thick

Power on automatically [«

Finish Cancel

5. Review the summary, and then click Finish.



Configuring the virtual appliance

1. Start the virtual appliance

In vSphere Host Client, open the Virtual Machines list, find the deployed Agent for VMware (Virtual
Appliance) virtual machine, power it on, and then open its console.

vmware ESXi

“I; Navigator &1 - Virtual Machines
~ [@ Host

Manage #5 Create / Register VM | @ Console | ® Shutdown 11 Suspend |  Refresh | £} Actions

Monitor Virtual machine & ~ | Status ~ | Used space -
& Virtual Machines - | {3 Agent for ViMware (Virtual Appliance) & Normal 1.62 KB
B storage Agent for VMware (Virtual Appliance) = £3 Actions €
€ Networking

- Agent for Wiware (Vittual Appliance)

Agent for VMware (Virtual Appliance)

Specify the required parameters below, After the agent is configured, the virual machines will appear in the
web console,

Agent status: To connect the agent to 3 vCentenESX () server, specify the server and its access

credentials,
AGENT OPTIGNS
vCente/ESX{)  Specify an ESX() server and the access credentials. Change...
Wanagemeant Specify Management Server and the access credentials. Change...
Server
ethl Address type: Assigned by DHCP Change...
IP address: 10.250.41.170

VIRTUAL MACHINE

Mame: localhost Change...

|- Time: Wednesdaw, Juke 11, 2018 530052 PM

@ About

Power On VM (51 Agent for VMware (Virtual Appliance)  root 07111/2018 20

.




2. Configure the appliance networking

The network connection of the appliance is configured automatically by using Dynamic Host Configuration
Protocol (DHCP). To change the default configuration, under Agent options, in eth0, click Change, and
then specify the desired network settings.

Agent for VMware (Virtual Appliance) s £} Actions

- Agent fory - Network

Configure the network interfaces available on the virtual machine with the agent

y eth ethi
Specify th earin the
web cons Metwork adapter:
Agent sta VLAN 1D
&ALl Hardware address: 00:0C:29:B4LAEET ange..,
Status: Connected
Wedia type: 10 Gbhps Full-Duplex -
VIRTUAL MAC WAuto configuration
DHCE: Uzed
Marme: IP address: ande...
) Subnet mask:
Time:
DMNS suffix:
Time zon Default gateways; ande...
DNS servers:
LOCAL STOR
Youcan| guaddVIAN | = Remove VLAN = WINS servers: pge is
moLunted

@ About Fek




3. Specify the vCenter Server/ESX(i) host

Under Agent options, in vCenter/ESX(i), click Change, and then specify the vCenter Server or ESXi host
name or IP address. The agent will be able to back up and recover any virtual machine managed by the
vCenter Server or ESXi host.

Normally, backups run faster when the agent backs up virtual machines hosted on its own host.

Specify the credentials that the agent will use to connect to the vCenter Server or ESXi host. We
recommend that you use an account that has the Administrator role assigned. Otherwise, refer to the full
product documentation to get the list of the required vSphere user privileges on the vCenter Server or
ESXi host.

To verify that the access credentials are correct, click Check connection.

Agent for VMware (Virtual Appliance) s £ Actions

- Agent for Whkiware (Jirtual Appliance)

- \WIEW -

- Connections
Specify th - Specify the ESX(i) server and credentials for remote connection to Agent for VMware earinthe
web cons
Agent sta ESH() Server ESX() Server L

Specify an ESX{) server and the access credentials,

AGENT OPTIC
wCenter/E Tange..,
Server namef/IF 10,2580,40,12 N
Managerr User name: root 1ange...
Server
Fasswoaord: seeveseee
ethl ange..,
- Information lCheck connection

The connection test was successful,

VIRTUAL MAC

Mame: 1ange...

=
Time:
Dot




4. Specify the Management Server

Under Agent options, in Management Server, click Change. From the drop-down menu, choose Cloud
server type, and then provide the URL of your cloud data center, for example: https://yourcloud.com.

Then, provide the access credentials for your cloud account.

Agent for VMware (Virtual Appliance) s £ Actions

©
[=]

%- Agent for Whware (Vidual Appliance)

Agent for VMware (Virtual Appliance)

Specify the required parameters below, After the agent is configured, the virtual machines will appear in the
web console,

Agent status:  The agent e poa o or o
’ § - Register agent “

AGENT OPTIONS Server namel|P:

Cloud = [Your Cloud URL]
vZenter/ESHI Connect Change...
Servern  User name:
User na
I¥our Cloud Login]

IManagement Specify Pememonat Change. ..
Server
ath Address LA ALl LAl Ll ] ) Change,,,
i =
Zancel
VIRTUAL MACHINE
Mame: 10.250.40,12-WA-8271 Change...

@ About Turn Off



https://yourcloud.com/

5. Select the time zone

Under Virtual machine, in Time zone, click Change. Select the time zone of your location to ensure that
the scheduled operations run at the proper time.

Agent for VMware (Virtual Appliance) = £ Actions

&
(=]

- Agent for Wkware DVirtual Appliance)

Agent for VMware (Virtual Appliance)

Specify the required parameters below,. After the agent is configured, the virtual machines will appear in the

web console.
- Time Zone Selection

Agent status:  TH

etnu You can synchronize the current time with the time on the virtual appliance hange...

Select your time zone from the list below:

VIRTUAL MACHINE (UTC-05:00) Eastern Time (US & Canada) - S
Mame: “ Change...
Time: Wednesday, July 11, 2018 £:55.56 PM

Time zone: Mot specified Change...
LOCAL STORAGES

You can create alocal storage on a hard disk that iz added to the virtual appliance. When the storage is
mounted to the appliance, its space can be used as a backup location,

N /| SOV G| VRS | RS |, O DY SO SUYRGY, ) By, YRy S SV SISV O, YR I W | VS | ISR W | SOSRPEPS RSV | D U 1| SR, O | PR N W W [ O

@ o

The Agent for VMware (Virtual Appliance) is ready to work and the virtual machines managed by it will
appear in your Cyber Protection service console. The corresponding new agent record will be added to
the Settings > Agents section of the Cyber Protection service console.

6. [Optional] Configure local storages

You can attach an additional disk to the virtual machine so that Agent for VMware (Virtual Appliance) can
back up to this locally attached storage. This kind of backup is normally faster than a backup via LAN and it
does not consume the network bandwidth.

The virtual disk size must be at least 10 GB.

Add the disk by editing the settings of the virtual machine, and then click Refresh. The Create storage link
becomes available. Click this link, select the disk, and then specify a Label for it.



Updating and re-deploying the virtual appliance

Agent for VMware (Virtual Appliance) version 12.5.23094 and later can be updated via the Cyber
Protection service console (web interface). To check the agent version, in the Cyber Protection service
console, select the desired machine, and then click Details.

To update an agent whose version is below 12.5.23094, you need to download the newest agent and re-
deploy it manually.

To update an agent via the Cyber Protection service console

1. Inthe Cyber Protection service console, click Settings > Agents.
The machines with outdated agents are indicated with an orange exclamation mark.

2. Select one or more machines on which you want to update the agent. These machines must be
online.

3. Click Update agent.

(1) IMPORTANT During the update, any backups that are in progress will fail.

To re-deploy the virtual appliance

1. Inthe Cyber Protection service console, go to Settings > Agents.

2. Remove the currently registered Agent for VMware (Virtual Appliance).
The protection plans configuration is stored on the management server, so this action will not cause
configuration loss.

3. [Only if you have configured local storage on the appliance] In vSphere Host Client, open the Virtual
machines list, and then find the originally deployed Agent for VMware (Virtual Appliance). Edit the
virtual machine configuration in order to remove the locally attached storage disk from it.

(") IMPORTANT Keep the Delete files from datastore check box clear when removing the disk from
the configuration.



ﬁ’} Edit settings - Agent for VMware (Virtual Appliance) (ESXi 6.5 virtual machine)

[ Virtual Hardware | VM Options |

» (2 Hard disk 1 /&) . v ~
» (2 Hard disk 2 /) I:l P v
~ &2 Hard disk 3 & GB ¥ |:| Delete files from datastore Fal
Maximum Size 22468 GB
Type Thin provisioned
Disk File [d1-40-111 space] Agent for Viware (Virtual Appliance)/Agent for Viiware (Virtual

Appliance)_2. vmdk

SEED Norma hd hd
Limit - 10Ps .
VILE DR scsl controller 0 v | | scsi@1) v
) W
Save | Cancel |
| e J| e |

i |

Deploy a new Agent for VMware (Virtual Appliance) as described in the Deploying the OVF template
section in this document.
Configure the new Agent for VMware (Virtual Appliance) as described in the Configuring the virtual
appliance section in this document.
[Only if you have configured local storage on the appliance] Reconnect the virtual disk used as local
storage on the old appliance to the new Agent for VMware (Virtual Appliance) via vSphere Host
Client.
To do so:

a. Right-click the appliance virtual machine, and then click Edit settings > Add hard disk >

Existing hard disk.
b. Browse to the virtual disk used by the old appliance.




ﬁ’} Edit settings - Agent for VMware (Virtual Appliance) Updated (ESXi 6.5 virtual machine)

[ Virual Hardware | VM Options |

2 Add hard disk | =M Add network adapter g Add other device
3 Mew hard disk -

2 AN i ]
) Existing hard disk

» 3 Hard disk 1 /) P v
» 2 Hard disk 2 /& I:l cB v

» SCSI Controller 0

LSl Logic Parallel B
» 3 SCSI Controller 1 LS! Logic Parallel -
» EH Network Adapter 1 M Network ¥ [ Connect
» @ vigeo Card Specify custom settings v

Save | Cancel LJ

ﬁ’} Edit settings - Agent for VMware (Virtual Appliance) Updated (ESXi 6.5 virtual machine)

[ Virtual Hardware | VM Options |

» K Memory /iy VB v

» [ Hard disk 1 /) P v
» [ Hard disk 2 /) I:l P v

~ 2 New Hard disk /i

GB v
Maximum Size 0B
Type Thick provisioned, lazily zeroed
Disk File [d1-40-111 space] Agent for ViMware (Virtual Appliance)/Agent for Viware (Virtual

Appliance)_2.vmdk

SIEED Normal v hd

irnit  1MDe

Note the path to the virtual disk — it must be taken from the old appliance configuration.

c. Inthe Agent for VMware (Virtual appliance) GUI, refresh the storage configuration, and
then mount the connected storage.

() IMPORTANT Do not change the original storage label when performing the Mount
operation.



ﬁ; Agent for VMware (Virtual Appliance) Updated
i Agent for VMware (Virtual Appliance) Updated

s £} Actions

- Agent for Wware (Virtual Appliance)

Agent for VMware (Virtual Appliance)

Specify the required parameters below, After the agent is configured, the virtual machines will appear in the
web console,

Agent status:  To connect the agent to a vCenter/ESX() server, specify the server and its access

credentials.
Frre=, IWTOQTIOEY, \CLODET |, U 1S | L05300s FI)
Time zone: Mot specified Change...

O LOCAL STORAGES

You can create alocal storage on a hard disk that is added to the virtual appliance. When the storage is
mounted to the appliance, its space can be used as a backup location,

@ There is no hard disk where the storage can be created. Add a new hard disk (with at least 10 GB of
available space) by editing the virtual machine settings, and then clicking 'Refresh’,

Create storage | £ Refresh

Disk 1 Mat mounted Wount...
Local Storage
Capacity; 16 GE

@ o

= |

7. Remove the old Agent for VMware (Virtual Appliance) from the ESXi host by deleting this virtual
machine via vSphere Host Client.

As a result, the existing protection plans, including the plans that stored backups on the locally
attached storage, will be performed by the new appliance.

(1) IMPORTANT:

- After re-deployment, any protection plan with the application protection option enabled will
require the guest OS credentials to be re-entered. You need to edit the protection plan and re-
enter these credentials.

- After re-deployment, any protection plan for ESXi configuration protection (in the What to
backup section of the protection plan) will require the root password to be re-entered. You need
to edit the protection plan and re-enter the password.



Additional recommendations

Resourcess

By default, the virtual machine deployed from the OVF template is assigned 4 GB of RAM and 2 vCPUs,
which is optimal and sufficient for most operations.

It is recommended that you increase these resources up to 8 GB of RAM and 4 vCPUs if the estimated
backup traffic bandwidth is expected to exceed 100 MB per second, for example in 10 GBit networks, in
order to improve backup performance.



VMware vMotion

If you deploy Agent for VMware (Virtual Appliance) in a vSphere cluster environment, it is recommended
that you disable the automatic vSphere vMotion for this virtual machine. To do so:

1. InvSphere Cluster properties, navigate to vSphere DRS > Virtual Machine Automation, and then
select the Enable individual virtual machine automation levels check box.

[% Clustert - Edit Cluster Settings

[ Turn ON vSphere DRS

vSphere Availability + DRS Automation

Failures and Responses

Proactive HA Failures
and Responses

Admission Control

Automation Level .
(=) Manual

Heartbeat Datastores

Advanced Opfions

Migration Threshold
Conservative

Predictive DRS

vCenter Server will suggest migration recommendations for virtual machines.

() Partially Autom ated
Virtual machines will be automatically placed onto hosts at power on and vCenter Server
will suggest migration recommendations for virtual machines

() Fully Automated
Virtual machines will be automatically placed onto hosts when powered on, and will be
automatically migrated from one hostto another to optimize resource usage.

Apply priority 1, priority 2, and priority 3 recommendations.
vCenter Server will apply recommendations that promise at least good improvements to the
cluster's load balance.

[C] Enable Predictive DRS

In addition to realtime metrics, DR'S will respond to forecasted mefrics provided by vRealize
Operations server. You must also configure Predictive DRS in a version of vRealize
Operations that supports this feature.

Ly Aggressive

Virtual Machine Automation

[/ Enable individual virtual machine automation levels

Override for individual virtual machines can be set from the VM Overrides page. -

ok (cames ],

2. Add the Agent for VMware (Virtual Appliance) virtual machine to the Configuration >VM Overrides

list.

[P Clustert | T B B 3% © | &)Adions v

Datastores Metworks Update Manager

Getting Started  Summary  Monitor | Configure | Permissions Hosts  VMs
44 VM Override s
- VSAN -
Edit .. Delete
General
Disk Management -“j'
Fault Domains & Stretched Mame

BIEET & Agent for ViMware (Virtual Appliance)
Health and Performance
iSCSI Targets
iSCSI Initiator Groups
Configuration Assist
Updates
- Configuration
General

Licensing

VMware EVC
VM/Host Groups
VM/Host Rules
Host Options
Profiles

IfO Filters

vSphere DRE Automation Level

Disabled

vSphere HA Restart Priority

Disabled
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